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Abstract

Fake news is a big problem today, especially
on social media, where misinformation
spreads quickly. To solve this, researchers
use artificial intelligence (Al) and machine
learning (ML) to detect fake news. This
study explores different Al models,
including BERT, ALBERT, and ROBERT, which
help analyze text and classify news as real
or fake. Advanced deep learning methods
work better than traditional machine
learning  because they understand
language more deeply. Some methods also
check reliable sources, analyze emotions in
text, and use social network data to
improve accuracy. However, there are still
challenges, like biased training data and
new ways of spreading misinformation.
This paper reviews existing fake news
detection techniques, compares their
performance, and suggests a strong Al-
based solution to detect fake news more

effectively. The goal is to make online

2648 |Page

WWW.jritm.org

information more trustworthy and limit the
spread of misleading content
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. INTRODUCTION

The digital age has revolutionized how
information is shared, but it has also given
rise to the pervasive spread of fake news.
Fabricated stories, often crafted to
manipulate opinions or incite confusion,
now circulate faster than ever through
social media and news websites.
Traditional verification methods are no
longer sufficient due to their manual
nature and lack of scalability. To address
this, artificial intelligence (Al) and natural

JRITM



http://www.jritm.org/
mailto:28333.anikesh@gmail.com
https://doi.org/10.5281/zenodo.15591766
https://doi.org/10.5281/zenodo.15591766

Journal of Research and Innovation in Technology, Commerce and Management

language processing (NLP) have emerged
as vital tools in automating fake news
detection. NLP enables machines to
understand language patterns, detect
semantic inconsistencies, and analyze text
beyond surface-level features. Unlike
models relying solely on source credibility,
content-driven approaches investigate the
internal structure of the news itself. This
research introduces an Al-based system
that applies deep linguistic analysis and
machine learning for accurate
classification. Emphasis is placed on
adaptability to changing misinformation
strategies. The goal is to create a robust
framework for reliable and scalable fake
news detection in real-time digital

environments.

1.1 Problem Statement

With the exponential growth of digital
media platforms, the unchecked circulation
of fake news has become a pressing
concern across various domains—politics,
health, finance, and beyond. Traditional
mechanisms of content moderation and
manual verification are inadequate for
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addressing the vast scale and speed at
which misinformation spreads. Moreover,
fake news is often deliberately designed to
mimic legitimate journalism, making it
increasingly difficult to detect based on
superficial cues. The core problem lies in
developing an intelligent system that can
automatically and accurately detect such
deceptive content by understanding its
linguistic and contextual nuances. There is
a critical need for solutions that are not
only efficient but also adaptable to
evolving patterns of misinformation tactics.

1.2 Objectives of the Study

The primary objective of this study is to
design and evaluate an Al-based
framework that uses natural language
processing for the detection of fake news.
Specific goals include:

e To analyze linguistic and contextual
features that distinguish fake news from
factual content.

e To develop a classification model using
machine learning and deep learning
techniques for accurate detection.

¢ To compare the performance of various
NLP-driven approaches and identify the
most effective ones.

e To ensure that the system is scalable,
adaptable, and capable of handling real-
time data.

e To contribute toward building a
trustworthy digital information ecosystem
by minimizing the impact of
misinformation.
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1.3 Scope of the Review

e This review focuses on Al and NLP-based
methods for detecting fake news in textual
data across digital platforms. It covers
recent advancements in machine learning,
deep learning, and transformer models
used in natural language understanding.
The scope is limited to content-based
approaches, excluding network-based
detection. Emphasis is placed on
techniques that analyze linguistic features,
semantics, and context. Studies reviewed
are primarily from the last decade. This
focused scope supports the development
of scalable and adaptive fake news
detection models. Psychological and
sociological aspects are beyond the scope
of this technical review.

Il. REVIEW OF LITERATURE

e The field of fake news detection has
seen significant advancements with the
integration of artificial intelligence and
natural language processing. Various
studies have explored techniques ranging
from rule-based filters to deep learning
systems that interpret language
contextually. This section reviews notable
contributions and identifies key challenges

in the existing literature.

2.1 Evolution of Fake News Detection
Techniques

e Early approaches to fake news detection
were based on source reliability and
manual fact-checking, which were time-
consuming and prone to bias. Researchers
then moved to machine learning
techniques using features such as word
frequency, sentiment polarity, and
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publication metadata. While models like
Naive Bayes and Support Vector Machines
offered improved automation, they
struggled with subtle linguistic
manipulation. The shift toward content-
based analysis enabled systems to detect
inconsistencies in narrative structure and
vocabulary, marking a  significant
improvement in identifying deceptive

articles.

2.2 Emergence of Deep Learning and
NLP Models

e With the rise of deep learning, models
such as CNNs and LSTMs began to
outperform traditional algorithms by
learning textual patterns automatically.
More recently, transformer-based models
like BERT and ROBERT have brought a
paradigm shift by allowing contextual
understanding of language. These models
interpret word meanings based on
surrounding text, enabling them to detect
nuanced fake content more effectively.
However, despite high accuracy, challenges
such as computational cost, limited
datasets and poor performance in
multilingual settings remain areas of active
research.

lll.  PROPOSED METHODOLOGY

e This study proposes a structured
framework that utilises Al and NLP
techniques to detect fake news by
analyzing the linguistic and contextual
features of news content. The

methodology is divided into three main

phases: data processing, model
development, and performance
evaluation.
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3.1 Data Acquisition and
Preprocessing
J The research begins with the

collection of labeled fake and real news
articles from publicly available datasets
such as Fake NewsNet and Kaggle
repositories. The raw text datais cleaned to
remove HTML tags, special characters,
numbers, and redundant whitespace. Stop-
word removal, tokenization and
lemmatization are applied to standardize
the content and retain meaningful terms.
This preprocessing ensures that the input
to the model is linguistically consistent and
ready for analysis.

3.2 Feature Engineering and Model
Design

J Both statistical and semantic
features are extracted from the cleaned
text. Term Frequency—Inverse Document
(TF-IDF) and n-gram
representations capture surface-level word

Frequency
patterns, while deep contextual
embeddings from transformer models like
BERT provide
understanding. The classification task is

nuanced semantic

performed using machine learning
algorithms such as logistic regression and
random forest, along with deep learning
architectures like long short-term memory
(LSTM) and BERT. These models are fine-
tuned to learn from linguistic patterns
associated with misinformation.

3.3 Model Evaluation and Validation

] The trained models are evaluated
using a stratified test set and assessed
based on metrics such as accuracy,
precision, recall, and F1-score. Cross-
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validation is employed to ensure model
reliability and generalizability. Comparative
analysis is conducted to determine the
most effective approach for fake news
detection. Special emphasis is placed on
the model’s ability to adapt to varied
writing styles and emerging forms of
misinformation.

IV.  RESULT AND DISCUSSION

This section presents the results of the
proposed fake news detection model and
interprets its performance across multiple
evaluation parameters. The outcomes are
derived from extensive experimentation on
real-world datasets using both machine
learning and deep learning approaches.

4.1 Model Performance Analysis

Traditional machine learning classifiers
such as logistic regression, decision trees
and support vector machines were initially
tested using TF-IDF and n-gram features.
These models achieved an average
accuracy ranging between 81% and 86%,
with SVM performing best among them.
However, these models showed limitations
in handling complex language and context-
driven manipulation often found in fake
news content.

4.2 Deep Learning-Based Evaluation

Deep learning models such as LSTM and
BERT were trained on the same dataset
using contextual word embeddings. The
BERT model significantly outperformed all
others with an accuracy of 94.6%, while
LSTM reached 91.2%. BERT’s attention-
based mechanism enabled it to capture
subtle contextual cues, sarcasm, and
semantic inconsistencies far better than
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traditional models. Precision and recall
metrics remained consistently high,
indicating both effectiveness and reliability.

4.3 Comparative Insight and
Discussion

The comparison clearly illustrates that
while deep models require more training
time and computational resources, they
provide superior accuracy, adaptability,
and contextual understanding. Traditional
models, although faster to train, are less
effective in handling ambiguous or cleverly
disguised fake content. The results confirm
that semantic-rich  features, when
combined with transformer-based
architectures, deliver robust and scalable

performance in fake news detection tasks.
V. IMPLEMENTATION

The proposed fake news detection system
was implemented through a modular
approach combining natural language
preprocessing, machine learning, and real-
time prediction delivery. The following
back-end
development and the user interface

subsections outline the

integration.

5.1 Model
Integration

Development and

The system was developed in Python using
libraries such as Scikit-learn for machine
learning models and TensorFlow/Keras for
deep learning implementations. The BERT-
based model was accessed through the
Hugging Face Transformers APl After
preprocessing the text with NLTK and
SpaCy, TF-IDF and contextual embeddings
were extracted for model training. The
trained model was serialized and deployed
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using Flask, allowing for scalable and
responsive API calls. The modularity of the
backend ensures flexibility to upgrade
models or plug in additional NLP features
without altering the core structure.

5.2 User Interface and Real-Time
Detection

A lightweight web interface was built using
HTML, CSS, and JavaScript, enabling users
to input news articles or headlines and
receive immediate feedback on whether
the content is real or fake. This interface
connects to the backend model via RESTful
APl endpoints. The system responds in real
time by evaluating the text and displaying
the classification result along with a
confidence score. The interface is designed
to be intuitive and accessible, making the
detection tool practical for journalists,
researchers, and public use.

VI. CONCLUSION

This research presents an Al-driven
framework for detecting fake news using
natural language processing, combining
both statistical and deep semantic
features. The experimental results strongly
suggest that transformer-based models,
especially BERT, outperform traditional
classifiers in accuracy, context awareness,
and linguistic understanding. The study
demonstrates how advanced NLP models
can effectively interpret and detect
manipulation patterns in text-based news
articles. Despite high accuracy, the
system's limitations include increased
computational cost and reduced
performance on languages not present in
the training data. Future improvements
multilingual

may include training,
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integration with real-time fact- checking
APls and broader media-type coverage,
such as video transcripts and social media
comments. Overall, the proposed model
contributes a scalable and intelligent
solution for combating misinformation in
the digital age.
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